What is Claimed is: 



CLAIMS 



1 . A system that supports secure communication of data between an electronic 
device and a network, the system comprising: 

an electronic device comprising: 

a first component that manages information in the electronic device; 

and 

a second component that provides access to proprietary information in 
the electronic device; and 

at least one server that manages the information communicated to the 
electronic device via the network, a first portion of information and a second portion of 
information being used to securely communicate data to the electronic device, the first 
portion of information and the second portion of information being managed by the at least 
one server and the first component to provide secure communication between the electronic 
device and the network. 

2. The system according to claim 1 wherein the first portion of information is a 
portion of information dynamically sent to the electronic device. 

3. The system according to claim 2 wherein the first portion of information is 
communicated over a proprietary communication protocol. 

4. The system according to claim 1 wherein the second portion of information is 
a portion of static information available to the electronic device. 

5. The system according to claim 4 wherein the second portion of information is 
an electronic security number (ESN). 

6. The system according to claim 4 wherein the second portion of information is 
provided by a subscriber identity module (SIM) card. 

7. The system according to claim 1 wherein the first portion of information is 
combined with the second portion of information to generate encryption information. 
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8. The system according to claim 1 wherein the first portion of information 
comprises a first key and the second portion of information comprises a second key. 

9. The system according to claim 8 wherein the first component retrieves the first 
key from the at least one server. 

10. The system according to claim 8 wherein the at least one server sends the first 
key to the first component. 

1 1 . The system according to claim 8 wherein the at least one server generates the 
first key. 

12. The system according to claim 8 wherein the first key is generated for the at 
least one server. 

13. The system according to claim 8 wherein the first key and the second key are 
combined to provide a higher level of security in the system and the data communication 
between the electronic device and the network relative to using the first key and the second 
key separately. 

14. The system according to claim 8 wherein the at least one server assembles a 
message that contains the first key and communicates the message to the electronic device. 

15. The system according to claim 14 wherein the at least one server 
communicates with the electronic device via a proprietary communication protocol. 

16. The system according to claim 14 wherein the electronic device processes the 
message to retrieve the first key. 

17. The system according to claim 1 wherein the first component comprises: 

a first agent that downloads data and information onto the electronic device; 
a second agent that applies the downloaded data and information onto 
appropriate applications in the electronic device; and 

a first manager that facilitates secure communications. 
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18. The system according to claim 17 wherein the electronic device further 
comprises a third component that facilitates downloads performed by the second agent of the 
first component of the electronic device. 

19. A method for securely communicating data and information between an 
electronic device and a network, the network comprising at least one server that manages 
communication via the network, the method comprising: 

storing a first security key; 

receiving a message containing a second security key; 
processing the received message; 

retrieving the second security key from the processed message; and 
generating a third security key. 

20. The method according to claim 19 wherein the electronic device combines the 
first security key and the second security key to generate the third security key. 

21. The method according to claim 19 wherein the method further comprises 
employing the third security key for communication with the at least one server. 

22. The method according to claim 21 wherein the at least one server utilizes a 
copy of the third security key to decrypt information received from the electronic device. 

23. The method according to claim 21 wherein the electronic device utilizes the 
third security key to decrypt data received from the at least one server. 

24. The method according to claim 21 wherein the method further comprises 
performing a security check to verify an access activity from the electronic device. 

25. The method according to claim 24 wherein the access activity from the 
electronic device comprises a request for information. 

26. The method according to claim 25 wherein the method further comprises 
processing the request of the electronic device. 
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